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Physician Connect - Enroll a Smart Phone in Duo for HS Apps Citrix Connection

HS Apps Citrix requires Multi-Factor authentication (MFA) when logging in from outside of a UC Davis Health System
facility. To use MFA, in addition to entering your user name and password, you must use a registered smart phone.
This document provides step-by-step instructions to enroll a smart phone in Duo.

Step-by-Step

Step |: Download the Duo App to Your Smart Phone

1. From the mobile phone, download the Duo Mobile app from your app store (App Store for Apple iPhones;
Google Play for Android phones) and install it on the phone: Allow notifications and camera access and
leave all other settings at default.

Step 2: Enroll Your Smart Phone from a Desktop Computer or Laptop

1. From a Windows desktop/laptop browser, access the HSMFA website at: https://HSMFA.ucdmc.ucdavis.edu.
2. Click Enroll EPCS VPN Citrix.

HEALTH

To improve our security posture, UC Davis Health has incorporated Duo Security as a multi-factor
authentication solution to access EPCS, Office 365, VPN, HS Apps, and other applications from off-
site locations. DUO helps to verify identification by combining usemame and password (something
you know) with cell phone or landline {(something you have). This ensures that you are the person
trying to access your account

Enroll EPCS VPN Citrix

3. Read the next screen. When you are ready to continue, click Proceed.

Both EPCS and AnyConnect VPN require prior authorization for access.
Enroliing a device will not authorize access.

This portal is intended for users who are already authorized and need to enroll a device or change
an existing enrollment

If you are uncertain about your authorization status, contact the Technology Operations Center at
916} 734-4357
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Proceed 1

- -
If challenged for a password, use your windows userid and password

Do not put f in front of your userid
Return

HS Apps (Citrix), does not require preauthorization.

If you need authorization for VPN, apply at
https:/fwww.ucdme.ucdavis.edu/remoteaccess/downloadform.html.

If you need authorization for EPCS, follow the procedure at
https: #intranet ucdme ucdavis edu/emr/projects/epes_duo.shiml
Note: The intranet.ucdme.udcavis.edu site is internal and can only be accessed from inside UC
Davis Health.

Proceed
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https://hsmfa.ucdmc.ucdavis.edu/

4. If a Forefront Threat Management Gateway screen displays. You must log on using your UC Davis Windows
login credentials:
a. Enter your UC Davis Windows user name (do not enter a domain or use a backslash ( '\ ) in front of
your user name)
. Enter your password.
c. Click Logon.

Microsaft®

Forefront
Threat Management Gateway

Security { show explanation )

©O  This is a public or shared computer
@ Thisis a private computer

B 1want to change my password after logging on

Domain\user name:

Password:

& 2009 Microsoft Corporation, All nights reserved,

Forefront Threat Management Gateway — User Name and Password Fields

5. Click Start setup.

UCDAVES  Pprotect Your UC Davis Health Account
HEALTH

What is this? [ Two-factor authentication enhances the security of your account by using a

Meed help? secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.
This process will help you set up your account with this added layer of
security.

Start Setup
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6. Select the device type being added and click Continue. (For this example, we add a mobile phone.)

What type of device are you adding?
HEALTH
What is this? Cf |::§::| Mobile phone recommenDED

Need help? Tablet (iPad, Nexus 7, etc.)

() Landline

D) Security Key (Yubikey, Feitian, eic.)

Requires Chrome fo use Security Keys.

Select Device Type

7. Enter your phone number and click Continue.

Enter your phone number

HEALTH
What s this? Cf United States [v]
Need help?
+1

Example: (201) 234-5678

Enter Mobile Number

8. Select the phone type and click Continue.

What type of phone is 916-555-1212?

HEALTH
What s this? C5 (®) iPnone
Need help? (") Android

) Windows Phone

(") other (and cell phones)

m

Select Phone Type
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9. At the Install Duo Mobile screen, click | have Duo Mobile installed.

HEALTH Install Duo Mobile for iOS
What is this? % 1. Launch the App Store app and
Need help? search for "Duo Mobile".
2. Tap "Get" and then "Install” to
fuamasla download the app.
g oz
m | have Duo Mobile installed
Install Duo Mobile

10. The Activate Duo Mobile screen displays with a QR bar code.
11. On your smart phone, open the Duo App and press the Add Account icon (+) in the upper right hand corner.
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Add Account

12. Point the Mobile phone camera at the QR code on your computer screen until the green check mark
appears. Click Continue.

Activate Duo Mobile for iOS
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What is this? 7 1. Open Duo Mobile.

2. Tap the "+" button.

Need help?
3. Scan this barcode.
Email me an activation link instead.

s J e

QR Code Scanned

13. At the Enrollment Successful screen, click Dismiss.
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. Enrollgnent Successful! :

Way to go! You can now authenticate to any_
= Duo-protected service.

L 4
Dismiss

Enrollment Successful

14. At the My Settings & Devices screen, verify that your phone number is correct and select an authentication
option in the When | log in field.

UCDAVIES My Settings & Devices
HEALTH

What is this? C7
Need help?

‘ é I0S 916-555-1212 JUST ADDED

+ Add another device

Default Device: | v ] |

When | login: | Ask me to choose an authentication method

My Setting & Devices

15. Close the browser to finish the process.

How to Use Duo to Log Into HSAPPS Citrix
1. Be sure to have the Duo-enrolled smart phone powered on and unlocked when you log into HSAPPS for
Citrix.
2. After entering your user ID and password, the Duo app automatically contacts you using the authentication
method selected in the My Settings & Devices screen during the enrollment process.
3. You must respond to the Duo contact in order to complete the HSAPPS Citrix connection.
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